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Abstract - Safety Vest System (SVS) enables safe
collaboration between humans and robots in an economical
and scalable manner. It provides a third option to what is
currently a dilemma between separation of human workers
from robots and equipping machines with expensive safety
sensors. This paper presents the safety concept behind the
SVS, its architecture and technology, and gives a glimpse
into how it was developed. The system consists of three
devices: one fixed Base Station, Safety Vests worn by
humans, and Emergency Stop Modules (ESM) installed in
all the robots. Base Station ensures that human entering
dangerous area passes safe entry procedure and monitors
Safety Vest’s health during the mission. Safety Vest
communicates with ESMs via Ultra-Wide Band radio which
enables them to determine distance to the human. If this
distance falls below predetermined threshold, ESM can
initiate appropriate reaction such as slowing down of the
robot or a complete stop. The system was developed in
context of automated warehouses which have fleets of
automated guided vehicles that transfer modular portable
racks but has many other potential applications, wherever
humans and machines share workspace.
Keywords - human-robot collaboration; functional safety;
UWB; safety vest; automated warehouse; ranging; distance
measurement

I.

INTRODUCTION

This paper introduces the Safety Vest System (SVS)
that enables safe and efficient collaboration of humans
and robots, or more broadly humans and machines. It was
developed in scope of the Horizon 2020 project SafeLog
[1] by the Končar – Electrical Engineering Institute Ltd
(KEEI).
A. The Problem
The market for e-commerce is growing rapidly for
years now. With the growing markets the need for larger
warehouses and distribution centres and their automation
increases. In such facilities goods for the end-users or
products in the business-to-business sector are stored,
commissioned, and shipped. With the internationalization
of distribution chains, the key for success lies within an
efficient logistics.

USA. In this distribution centre 10000 robots vastly
outnumber 1000 human workers in a 340.000 m2
warehouse [2]. The sheer size of such a facility as well as
the broad product range illustrates the need for new
concepts of human-robot interaction.
When it comes to automation safety is always a key
factor. To ensure that no human comes to harm by
machinery nowadays there are basically two concepts.
The first and easiest way is to keep humans completely
separated from automated area during the operation of the
system. This is done by safety measures such as laser
barriers or light fences as well as a fence around the
dangerous area. Whenever this safety barrier is breached
the complete system, or parts of it, are shut down,
stopping the operation of the system [3]. The second
common safety concept is that each automated transport
vehicle becomes intrinsically safe using certified safety
sensors, such as laser scanners. While this enables
cooperated working areas, it comes at a significant cost
increase of the overall system, since every vehicle needs
to be equipped with expensive technology. This is
especially true for large-scale warehouses since the costs
of the safety system scales with the number of robots
used.
Safety Vest System introduces a new concept that
enables safe cooperation of humans and machines without
prohibitive costs of robot modifications and interventions
in the facility infrastructure.
B. Safety Vest System Concept
Safety concept shown in Fig. 1 is partitioned in three
levels. On the level A, a virtual circle around the human
operator acts as a simulated electromagnetic pulse and no
movement of machines is allowed within it. Inside B
radius, approaching robots do not yet impose a threat but
their speed is reduced to avoid potentially dangerous
situations. Replanning of human and robot paths
envisioned on level C is outside of the scope of the Safety
Vest System but is indicated here as an optional and
desirable extension that could reduce SVS activations and
thus increase the overall system availability.

Although many individual concepts for warehouses
exist, a general trend for larger facilities is observable. A
good example is Amazon facility in Stanton, Delaware,
This work has been supported from the European Union’s Horizon
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Figure 1. Safety Vest System concept

II.

SAFETY VEST SYSTEM

A. Structure
SVS has been developed with initial application in
flexible warehouses equipped with Automated Guided
Vehicles (AGVs) but can easily be extended and adapted
for other applications where cooperation of humans and
machines is needed or is desirable.
Safety functions of the SVS are stopping all machines
in dangerous distance from the Safety Vest and
emergency stop of all potentially dangerous machines in
the facility. They are implemented by three devices:
Safety Vests (SV) worn by the human, Fig. 3, Emergency
Stop Modules (ESM) installed on machines, and Safety
Vest Base Station (SVBS) as a part of the safety
infrastructure. Stopping the machines based on distance to
human is implemented by means of ranging between SV
and all ESMs in range of its ultrawideband (UWB)
communication.
The emergency stop function is only partially
implemented by the SVS and it depends on external
safety system for actual stopping of the machines. On the
SVS side, this function is activated on the SV, activation
signal is transferred to the SVBS via Wi-Fi and is output
from SVS on the SVBS’s safety relay outputs to the
external safety system which is relied upon to stop the
machines. The external safety system in Fig. 2
(SafetyPLC, FNA, FNC) refers to the environment in
which the SVS was envisioned in scope of the SafeLog
H2020 project [4].

Figure 3. Safety Vest, front and back

B. Operation
In the initial state the Safety Vests are connected to the
SVBS for charging. When a Safety Vest is unplugged, it
initializes and reports to the SVBS. Person can then
request entry to the dangerous area by pressing a
designated button on the SVBS. If all conditions for safe
entrance to the dangerous area are fulfilled, SVBS
instructs the facility safety system to open the gate (or
light curtain) or does it itself by activating one of its safe
outputs. This enables the person to enter the dangerous
area without breaking the safety loop and stopping the
whole facility.
Once activated, SV partakes in RTOF (Round-Trip
Time-Of-Flight) ranging with ESMs in its UWB range. It
also periodically transmits a message to SVBS indicating
correct operation, the so-called SV heartbeat.
If in range of SV’s UWB transmissions, an ESM
periodically determines its distance to SV. If the measured
distance to the SV is below a certain threshold, ESM can
instruct the control system of the machine to limit its
speed. If the distance is at or below the dangerous limit,
ESM initiates safety stop of the machine.
During operation of the SV, after a successful entry
procedure has been performed, SVBS expects periodic
messages from the SV that indicate its correct operation. If
these messages are not received SVBS breaks the safety
loop via its safety output and brings the whole facility into
safe state. If a person is in the dangerous area and the SV
malfunctions, the only way to ensure person’s safety is by
stopping all the dangerous machines in that area.
C. Technologies
SVS is based on three technological pillars:
•

UWB
ranging
measurement.

•

Safety microcontroller represents the core of the
system by ensuring reliable execution of
algorithms and detection of any failures.

•

Algorithms are implemented in a graphical
programming environment that has a proven
track record in functional safety projects.

enables

safe

distance

Figure 2. Block diagram of the Safety Vest System
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1) Ultrawideband Ranging
The ultrawideband (UWB) communication enables
accurate localization, high data rates and is immune to
fading which makes it suitable for use in multipath
environments such as warehouses [5]. SVS employs twoway ranging (TWR) protocol which utilizes time of arrival
(ToA), also known as time of flight (ToF). Ranging this
way is possible without common time reference between
nodes.

Besides the chip itself, Texas Instruments’ SafeTI
Diagnostic Library [8] was used in the development of the
SVS. It is a software API library for using the hardwarediagnostic features available in the Hercules Safety
microcontrollers. It does not restrict usage of other
software systems such as an operating systems or device
drivers and has in this project been used as a component
of the proprietary safety real time operating system
GrapOS.

Single side variations of the TWR protocol is shown in
Fig. 4. It is based on pairwise packet exchanges between
an initiator (ESM) and a responder (SV). Initiator is a
node which sends a POLL packet requesting ranging
measurement to a responder, whereas responder replies
with RESP packet. The TWR protocol can be described
with several following steps:

3) Graphical Programming
Algorithms executed on all three devices of the SVS
have been developed in the proprietary integrated
development environment GrapDesigner, cf. Fig. 5. This
development environment has been extensively used in
wide array of applications in railway and power
generation domains, including projects concerned with
functional safety [9].

1.
2.
3.
4.
5.

Initiator transmits a POLL packet and records its
time of transmission (tPTX ).
The responder receives the message and records
timestamp (tPRX).
Responder calculates δTX and stores it to the
RESP packet.
Responder transmits RESP packet at tRTX.
Initiator computes the TOF (1).
TOF = (tRRX – tPTX – δTX)/2

(1)

Distance can then be calculated by multiplying TOF by
the speed of UWB message transmission i.e., the speed of
light through air [6].
2) Safety Microcontroller
SVS is based on Texas Instruments’ safety
microcontroller RM44Lx from the Hercules family [7]. It
has been selected for its performance and because it has
been certified by the TÜV SÜD to be suitable for
implementing SIL 3 functions according to IEC 61508.
RM44Lx is designed specifically for development of
functionally safe systems and is based on architectural
concept known as the “safe island approach”. Power,
clock, reset, and basic processing function are protected
with high level of diagnostic coverage in hardware. Some
of the key features of the safe island region are: dual core
lockstep ARM Cortex-R4F processor that detects failures
on a cycle-by-cycle basis, HW built-in self-test controllers
provide high level of diagnostic coverage for the lockstep
CPUs and SRAMs in the system, error correcting code on
the SRAM and flash memories, onboard voltage and reset
monitoring logic, oscillator and PLL failure detection
logic.

Figure 4. Single sided two-way ranging protocol
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GrapDesigner is a part of Grap Suite, a platform-based
software solution that enables fast and intuitive creation of
high-quality software applications without extensive
programming knowledge. It encompasses GrapOS, a
proven real-time operating system, libraries of graphical
programming elements, a common graphical editor, and
real-life control solutions examples. With more than 300
programming elements in the library, ranging from basic
logical, arithmetical, and input/output to specific
communication protocol elements, GrapDesigner offers
modularity and applicability to various levels of demand
and safety.
III.

SAFETY CONCEPTS

A. Entry and Exit Procedures
The dangerous area should be protected from
unauthorised and unsafe entry prior to introduction of the
SVS into an existing facility. If the SVS is designed into a
new facility, this protection should be implemented
independently of the SVS. In both cases, the safety
mechanism that protects entrance to the dangerous area
should have an interface to accept SVBS’s safety output
signals. The interaction between SVBS and the entry
protection system should enable entry and exit into and
out of the dangerous area without triggering the safety
system.
The entry procedure is initiated by unplugging a
Safety Vest from the SVBS. SV performs start-up selftests and, if no failures are detected, reports to the SVBS
by transmitting periodic heartbeat signal via Wi-Fi.

Figure 5. GrapDesigner graphical application programming
environment
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Once the SVBS receives SV heartbeat, it enables the
entry button that the user can press to request access to the
dangerous area. Button press activates SVBS’s safety
output that opens the gate / light curtain, directly or
indirectly via the external safety system. After a
predefined timeout this output is deactivated and the
Safety Vest is considered active i.e., SVBS treats any error
messages and missing heartbeat messages from it as safety
critical.
Leaving the dangerous area without disrupting the
facility operation is possible by pressing separate exit
button located within the dangerous area. This button
unconditionally activates SVBS’s safety output that opens
the gate, again for a predefined time. When SV is plugged
into the SVBS, the SVBS stops expecting to receive the
SV’s heartbeat messages and the exit procedure is
complete.
B. Emergency Stop Module Failure Reaction
Any faults detected on ESM result in opening the
safety relays and thus stopping the machine. Internal
failures of the ESM are detected by a range of self-tests
and monitoring mechanisms, but detection of UWB
interfaces depends on the external conditions, namely
presence of a Safety Vest. If the machine is not in UWB
range of any SVs or it is in its range but close to the
border, ESM performs periodical loopback tests of its
UWB interfaces as shown for AGV 1 and 2 in Fig. 6.
If AGV is well into SV’s range, it stops performing
UWB self-tests, expects SV’s periodic broadcasts and
treats them as “heartbeat signal”. This is the case with
AGV 3 in Fig. 6. If no broadcasts are received in a
predefined time, the machine performs emergency stop.
By not performing self-test, a part of bandwidth is freed.
Additionally, treating broadcasts as heartbeat ensures
safety in case of obstacles preventing signal propagation.
C. Safety Vest Base Station Failure Reaction
Failures of the SVBS can lead to two different
behaviours, depending on the state of the SVS system and
on the nature of the fault. Severe hardware faults that
cause loss of control of the microcontroller over the
device cause opening of the safety relays, thus activating
the safe outputs and tiggering reaction from the facility
safety system e.g., stopping all AGVs in a warehouse.

If the microcontroller detects failure, its reaction
depends on whether there are any active Safety Vests i.e.,
whether there are any persons inside the dangerous area. If
there is at least one person in the dangerous area, safety
outputs are activated to trigger the safety system of the
facility. If there are no persons in dangerous area, failure
of the SVBS does not impact safety and activating its
outputs would only negatively impact availability of the
facility e.g., by stopping all AGVs when there is no actual
need to do that. In this state SVBS merely disables entry
procedure preventing this way persons to enter the
dangerous area.
D. Safety Vest Failure Reaction
SV is based on a safety microcontroller with self-tests
implemented on the level of the controller as well as selftest on the level of the electronic modules implemented in
software. For example, SV’s UWB nodes transmit
sequentially – when one node transmits, it is monitored by
the other three modes on the Vest. If failure of SV is
detected or emergency switch is activated, SV transmits
emergency messages instead of ranging broadcasts (to
ESMs) and SV heartbeat message (to SVBS). This on one
hand stops all machines equipped with ESM in SV’s
UWB range and, on the other hand, initiates facility safe
state via SVBS monitoring of the SV heartbeat messages.
E. Running Human Scenario
To maximize availability of the facility, the distance at
which machines are stopped may be reduced to the
minimal safe value. This distance is calculated from
maximal speed, stopping distance, and height of the
machine (in case of tipping over), etc. All these values can
easily be determined with high accuracy, but the speed of
the human can vary greatly. If speed that 100m sprinters
can achieve are presumed, prohibitively large stopping
distances will be required. Thus, certain assumptions must
be made on the speed at which humans will move through
the dangerous area. On the other hand, the system must be
protected when these assumptions are breached. This is
implemented on the ESM by calculating and monitoring
the so-called “relative range rate” between itself and SVs.
Range rate defines a signed scalar value describing the
time rate of change of the range (distance) between two
locations. In other words, ESM monitors how fast SVs are
approaching or withdrawing from it. If this rate is too
high, ESM decides it cannot safely protect the offending
runner and stops the machine.
IV.

INSTALLATION AND SCALABILITY

A. Installation
Safety Vest System has been designed with specific
intention to facilitate installation in existing (automated
warehouse) systems with minimal interfaces and
interventions in the infrastructure. There exist however
some requirements on the facility where the SVS is to be
integrated: a safety system must be in place that monitors
access to the dangerous area and can bring the facility in
safe state e.g., by stopping all the dangerous machines,
environment should enable sufficient propagation of
Figure 6. ESMs treat SV’s broadcasts as “heartbeat”
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UWB signal, and Wi-Fi network must be available for
transfer of Safety Vest heartbeat signals to the SVBS.
Emergency Stop Modules are installed in dangerous
machines protected by the SVS. An ESM is composed of
three units – the CPU and power supply (CPU&PS) unit
and two UWB modules. The UWB modules are connected
to the CPU&PS unit via flat cables. UWB modules are
intended to be installed at two outmost parts of the
machine. In the example of AGVs, they are located at
both front/rear sides, as in AGVs there is no distinction
between forward and backward. The only connection that
an UWB module needs is the flat cable that connects it to
the CPU&PS unit. There are no special requirements on
positioning of the CPU&PS unit so it can be located
somewhere within or on the machine. The connection it
requires are, beside cables connecting it to UWB modules:
24 VDC power supply e.g., from the AGVs battery, and
two independent normally opened (NO) safety outputs
that can be used to bring the machine into safe state or
communicate to the machine control system.
Safety Vest Base Station is intended to be mounted on
a wall inside an access restricted space used to enter and
exit the dangerous area. It has the following interfaces:
•

user interface composed of buttons and LEDs

•

two SV ports for connection and charging of SVs

•

AC mains inlet and switch

•

exit button located inside the dangerous area

•

single entry/exit safety output

•

double emergency safety output.

B. Scalability
In the current prototype implementation of the SVS
only two SVs are supported. This is to reduce complexity
and speed up the development, but there are no technical
reasons to hinder expansion of the system to support more
SVs.
For an ESM to determine its distance to the SV, some
UWB messages must be exchanged between them.
Communication and ensuing calculation must be
performed timely i.e., before the AGV approaches the
human to a potentially dangerous distance. This is not a
problem up until a certain number of AGVs when SV’s
bandwidth gets used up and it cannot answer all incoming
ranging requests from AGVs in time. SVS circumvents
this problem by ensuring that ESMs “hear” Safety Vest
ranging broadcasts well before the respective AGV comes
close to a dangerous distance to the human. If SV does not
respond to ESM’s ranging requests in predefined time,
ESM will activate its safety outputs and bring the machine
into safe state. This ensures that ESMs on AGVs will
either safely measure the distance and stop if SV safety
radius is breached or will be timely stopped because the
distance measurement failed.
V.

Besides developmental and functional tests of SVS,
evaluation of the UWB technology itself has been
conducted in the scope of the project. Example of this is
research of influence of Wi-Fi and Bluetooth
communication on UWB ranging performance conducted
in KEEI’s Electromagnetic Compatibility Laboratory.
B. Integration
Throughout the SafeLog project several integration
workshops were held. Three of these workshops were held
in Swisslog’s test facility in Augsburg, Germany, cf. Fig.
8, where among other following was done: SVBS was
integrated with the test facility’s safety system, ESMs
were integrated in multiple types of AGVs, tests of
warehouse entry and exit procedure were conducted,
ranging quality between SV and multiple ESMs on
moving AGVs in environment with loaded metal racks
was tested, tests of AGV emergency stop due to SV safety
radius breach in different scenarios (single and multiple
AGVs, LOS and NLOS, remotely and automatically
controlled AGVs) were successfully performed.
C. Safety Assessment
TÜV Nord Cert GmbH was involved from the onset of
the project to provide independent safety assessment. The
Assessor’s engagement started with evaluation and
confirmation of the functional and safety concept of the
system, proceeded with monitoring of the development
project by reviewing the documentation and in on-site and
online meetings, culminated in functional and fault
insertion testing in the presence of the Assessor, and
concluded by issuing the “Technical Report”.

TESTING AND ASSESSMENT

A. Verification
Components of the Safety Vest System were
extensively tested first independently and then integrated
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into devices and finally in the whole system. One of such
tests is depicted in Fig. 7. In this test, SV is placed on an
office chair and moved along a corridor all the while
communicating with immobile ESM device placed on a
desk. In bottom part of the Fig. 7, distance between the
two nodes is shown as the SV is brought closer to ESM in
two steps, pulled back in the same manner and then
rotated on the chair.

Figure 7. Test setup with SV mobile on an office chair (top left), ESM
on a desk (top right) and measured distance (bottom)
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Remaining development tasks include redesign and
optimization of hardware and mechanical components
(including the Vest), completion of all verification and
validation activities required by the functional safety
standards, type tests such as EMV, shock and vibration,
climatic, and ingress protection tests, and trial operation in
a real-world facility.

Figure 8. Testing of the system in Swisslog’s test facility in Augsburg

The testing in presence of the Assessor proved to be
especially challenging because it was due at the hight of
the corona pandemic at which time no traveling was
possible. Thus, five remote testing sessions have been
conducted each in duration of several hours during which
component, system, and fault injection tests selected by
the Assessor have been repeated and additional tests
specified by him conducted, cf. Fig. 9.
The “Technical Report” issued by the Assessor
confirms that the SVS in its current stage of development
fulfils SIL (Safety Integrity Level) 2 requirements of IEC
64508 and EN 62061 as well as PL (Performance Level) d
requirements of EN ISO 13849-1 and provides guidelines
on what remains to be done for the system to be fully
assessed and ready for certification.

SVS can also be expanded with non-safety
components to enable implementation of additional
functions besides slowing down and stopping robots such
as localization of the human and communication of this
information to the facility management system, warning
the human of the approaching robots and indicating their
position, and assisting the human in accomplishing tasks
by displaying instructions on a handheld device or AR
glasses. These options have been explored in scope of the
SafeLog project.
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