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Abstract— Today, the Internet of Things (IoT) has gained
popularity and significant expansion. IoT has become very
important for our lives, as many objects, sensors, devices, and
things are connected through the Internet. Transmitting such
large and unstructured data across bandwidth from IoT devices
requires high bandwidth and it is necessary to redesign the
complete network architectures. There are many ways that
networked devices can improve existing processes and services
in the industry. Industrial IoT enables connecting of smart
devices in industrial applications. It involves connecting smart
devices to commercial applications and consumers. Today,
various entities have an excellent opportunity to expand their
businesses using IoT. However, there are still many challenges
facing IoT today.
This paper aims to cover the main challenges, opportunities,
architecture, and applications of IoT technology. It will analyze
the importance of the Cloud and big data for IoT. The
contribution and weaknesses of existing literature will also be
covered and analyzed in this study. The main goal is to analyze
different organizations' security issues, assurance, and
interoperability of IoT devices and IoT adaptation.
The paper will open up research questions and discuss new
approaches, possibilities, and challenges using IoT for people
and organizations. The most significant challenges will be
highlighted to give the possible future directions and open
matters about IoT for the research community and the industry.
Index Terms - IoT, Internet of Things, IoT system, IoT
security, Industry 4.0, Industrial IoT,

I. INTRODUCTION

T

recent years, the Internet of Things has attracted
significant attention. It is predicted that the Internet will
connect about 35 billion things by 2025 [1]. The Internet
goes through different phases, where each phase has a
profound effect on society and business [2].
Web and Internet are two separate entities but are
interrelated [3]. The Web is a model of information exchange,
or the system we use to access information through the
Internet medium, and the Internet is a network infrastructure
interconnection that is available by anyone, anywhere,
anytime around the world [4]. Today the speed of
communication and innovations are growing at an
extraordinary rate. The rapid development of wireless
communication technologies and the network of
intelligence connections are creating new resources,
facilitating in many spheres of society [5].
HE
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IoT connects unconventional physical devices used in our
daily lives to the Internet using standard communication
architectures, providing and improving the sustainability and
security of industries and society and enabling efficient
interaction and new services for end users [6],[7].
IoT can be extended to almost anything and can usually be
described as the technology for solving most of the problems
of today society, from intelligent transportation, smart cities,
agriculture, pollution monitoring, healthcare, washing
machines, home automation, home security, to name a few
[8],[9]. Times have changed. Imagine when we used to talk
about smart homes that we could control our home from
anywhere, turn the lights on-off or set the desired
temperature, now these are possible by thousands of
applications that currently being developed every day in the
field of IoT [10],[11].
In the future, IoT will be an integration of many connected
systems, applications, services, and underlying devices [12].
The flexibility and expandability required by IoT
communications are usually addressed using wireless
connections. At this time, each of these devices operates by
its architectures, data format, and existing protocol [13][14].
While with the development of mobile technologies,
4G/5G technologies promise to connect many devices in long
distances, they will require infrastructure support and
licensed bandwidth [15].
The need to connect various and multiple devices to the
Internet at low cost, with limited hardware capabilities,
energy resources (e.g., batteries), cost, latency, reliability,
and security are most desired features in IoT[16].
However, the connection of multiple devices situation
creates multimedia content (e.g., smart home, the smart cities
surveillance system, IIot systems monitoring, agricultural
monitoring) [17]. While the value of multimedia consumes
more processing capacity, storage, and resource planning, it
will be essential to manage and perform cloud resource
management effectively[18]. For best efficiency, the Cloud
connection with IoT is inevitable. Cloud computing and IoT
are spreading globally and have expanded rapidly in recent
years. [19]. These integrations are seen as a significant
subversive process with far-reaching benefits in the future
[20].
Meeting the above requirements presents many important
challenges in the evolution of the IoT. Addressing these
challenges is essential to ensure a massive proliferation of IoT
technologies [21] [22].
In this paper, we will explain the fundamental concepts of
IoT, the opportunities that IoT brings, and the implementation
challenges in the industry. In particular, we will focus on the
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challenges associated with energy efficiency, real-time
performance, coexistence, interoperability, security, and
privacy issues. We also provide a systematic overview of
current research efforts and possible future research
directions to address the industrial challenges of the IoT.
II. IOT CHALLENGES
Today, many researchers and early adopters are trying to
find promising solutions to overcome the problems and
challenges in implementing IoT applications [23].
Furthermore, many competitors are seeking IoT market share.
It can be good news, as competition creates more choices for
consumers, but it can also create frustrating compliance
issues [24]. However, the IoT opens up new challenges that
require the latest research and capacity to address them [25].
This section briefly outlines the key challenges for future IoT
systems (see Figure 1).

control ensures that only authorized entities can do
modification of information. In terms of cyber security, living
in a space packed with sensors, cameras, and IoT devices
dramatically expands the potential areas for cybercriminals to
infiltrate a secure network [37]. Although many IoT systems
now have their diagnostic capability to detect attacks and take
countermeasures, that does not make IoT devices invisible to
cybercrime. They always try to find their way through one of
the many security vulnerabilities on IoT assets [38]. This
problem often happens because many IoT devices have left
default passwords, un-updated software, and other major
security vulnerabilities [39]. With the increase in number and
variety of devices connected to IoT networks, potential
security threats increase exponentially [40]. Therefore, IoT
security can be applied in three layers: Application layer 2)
Network layer 3) Perception, as shown in Figure 3.

Figure 2 Three-layer IoT architecture [41]

Wireless sensor networks (WSNs) are considered one of
the IoT technologies. Therefore, some studies have also
considered some previous works in the field of WSN [27].
We can choose to purchase a wireless module instead of
building our own personal RF (Radio Frequency) design to
save time and money [28].. There is an area in home networks
where compatibility issues emerge [29]. Bluetooth has long
been the compatibility standard for IoT devices. However,
when it comes to home automation, several competitors have
emerged to challenge Bluetooth network offerings protocols
like Zigbee, Z-Wave, and Wi-Fi [30-31]. When adding
wireless connectivity to products, we can choose several
technologies to choose from [32]. It can take years for the
market to become saturated enough to define a single
universal standard for home IoT. Therefore, choosing the
wrong module can create delays and increase costs, so getting
the suitable module the first time is critical [33].
Ongoing compatibility for IoT devices also depends on
users keeping their devices up to date [34]. When IoT devices
that need to talk to each other are running different software
versions, this can result in all sorts of performance, problems,
and security vulnerabilities. It is a big part of why it is so
important for IoT customers to keep their devices up to
date.[35]

Although there is much literature on securing IoT systems,
the networks still suffer from threats and are being hacked
frequently [42]. Most IoT data is available and stored online,
so new choices in security techniques must be focused and
based on new web-based security solutions [43]. Many IoT
applications collect sensitive personal data monitor highsecurity infrastructure and hazardous materials production
facilities [44]. Therefore, one of the main barriers of
enterprises is security and privacy. One of the examples in
recent years is that in 2017 the data in a casino were
compromised by cybercriminals. All happened through an
IoT thermostat in one of their aquariums [45]. IoT users
report many other cases thought IoT devices hackers have
controlled their cameras, spoke through the baby monitor,
and named a few [46]. Even though some still do not see IoT
devices as potential security threats due to lack of proper
information or knowledge about these devices.
To provide many IoT-oriented applications, IoT can use
blockchain by publishing and storing data as a public book,
which is almost impossible to modify as every user or node
in the system stores have the same book as all users [45].
Blockchain offers decentralized security and privacy but
includes delays, considerable consuming power, and high
costs, which are not yet appropriate for most IoT devices with
limited resources [47]. Blockchain can play an important role
in IoT security, but these technical challenges will have to be
overcome before a broad blockchain adoption in the IoT can
take place [45][47].

A. Security and privacy challenges
It is imperative to ensure privacy and security in various
activities, such as personal activities, transportation,
information protection on business processes [36]. The access

B. Network Challenges
The growth of the connected IoT device takes a massive
toll on the existing internet infrastructure and comes with
related challenges. Communication plays a vital role in

Figure 1. Challenges-Barriers of adopting IoT [26]
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transporting data from the sensor, storing it in the background
of the IoT, and automating it to provide feedback to the
activator or application [47]. Connectivity includes
communication with the IoT device, reliable distribution
across networks, implementation of various protocols, and
translation between protocols. Some of the most popular
communication platforms are Wi-Fi, Zigbee, Bluetooth,
6LoWPAN [48]. Each technology has distinctive features,
low data speed, signal range, bandwidth, and power required
by the communication device (or battery life), among other
attributes. Wireless technology is overgrowing, allowing
users to choose their connection standard, taking different
standard features into account. One of the challenges in
choosing a connection technology is power consumption
[48].
While the unlicensed LoRa has advantages in battery life,
capacity, and cost. Let us say a smart home where some IoT
devices send signals and data all the time, consume more
power sources. For efficiency, it gets more extended battery
life with lower power consumption. Bluetooth Low Energy is
better at power consumption than standard Wi-Fi, but there
are limitations to the signal range and number of devices
connected. As for priority in reliability, QoS, delay, licensed
NB-IoT offers advantages. Zigbee is a technology suitable for
the smart home because it can provide the user with an
excellent experience and is designed to be battery friendly as
it requires little power to operate [49]. Can be said that there
is no one-size-fits-all network technology as different IoT
applications have different requirements, and each business
or industry needs to consider what kind of connection should
be used in their networks.
The new technology standard of the fifth generation(5G)
networks promises much more than just further developments
of existing mobile communication technologies [50]. 5G will
significantly change the pervasive sphere in society,
economy, industry. In addition to having the primary purpose
of expanding the infrastructure conditions of conventional
networks to ensure network availability, it can significantly
expand the scope of IoT applications to enable IoT devices to
interact together in a new environment [51].
The 5G technology is believed to meet the need for high
speeds, lower delays, higher network security, costly power
consumption, high scalability. Based on the impressive
numbers regarding bandwidth or device density within a 5G
network, there is an impression that the connection utilizes its
maximum potential [53].

C. Challenges of software development
The coexistence of different types of equipment, protocols,
volume architectures, and programming languages make IoT
systems complicated to develop due to lack of documentation
from a technical and conceptual point of view and are
important challenges in IoT networks [51]. As IoT equipment
increases, so does data, and it is not easy to analyze, store and
process. Developers and engineers must implement
intelligent algorithms to deal with a large amount of data that
can minimize problems [53].
III. IIOT FOR INDUSTRY
Unlike Consumer IoT, Industrial IoT refers to the
expansion of the Internet of Things (IoT) in industrial sectors
and applications. The purpose and intent of the IIoT are to
aim at existing industrial automated systems that require
dramatic improvements in productivity and efficiency.
With a strong focus on machine-to-machine
communication (M2M), big data, and machine learning, IIoT
enables enterprises and industries to improve better efficiency
and reliability in their operations. In this section, we will
provide a rough classification of these terms. The common
sectors that come to mind may be manufacturing plants,
agriculture, healthcare system [54]. However, the application
areas are so diverse that some requirements may be very
different, depending on the intended goals, business models,
and technology solutions adopted [54].
Existing industrial automated systems within factories tend
to be older; the systems may have been installed more than a
decade ago, integrating information from these systems to
support IIoT may become more complex than commercial
IoT due to the tasks that integrators have to perform, manage
and adapt existing infrastructure. What makes it peculiar is
the intersection of operational technology (OT) and
information technology (IT). The networking of operational
processes and industrial control systems (ICS), including
human-machine interfaces (HMIs), supervisory control and
data acquisition systems (SCADA), distributed control
systems (DCS), and controllers, programmable logic (PLC)
[55]. In a nutshell, IIoT is about linking all industrial assets,
including machines and control systems, to information
systems and business processes. Consequently, the extensive
data collected can feed analytical solutions and lead to
optimal industrial operations. Convenient and scalable
solutions, industrial must include a device or software
program that allows the connection between the Cloud and
the sensors or controllers. One of the primary uses of these
devices that enables this connection is to translate the
protocols used in the manufacturing plant into the supported
one to handle data with the Cloud.
As noted, communication in IIoT is machine-oriented and
can extend to a wide variety of different sectors and market
activities [56]. While the more general IoT and IIoT
communication requirements are similar, e.g., support for the
web ecosystem using low-cost, limited resources, and
network-scale
capabilities.
Many
communication
requirements are domain-specific and can be very different,
e.g., security and privacy, availability and reliability, as well
as Quality of Service (QoS) (in terms of latency, determinism,
throughput.) [56].

Figure 3 5G-IoT-Use-Cases-Vehicle-Telematics [52]
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Table 1 Comparison between IoT and IIoT
Prospect

Internet of
Things

Industrial Internet of
things

Service Model

Human Based

Machine Based

Communication
connectivity

Wireless,
typically

Both wired and wireless

Linked things

User-level device
not much
expensive

Costly machines, sensors,
systems, with a high degree
of difficulty

Communication
protocols

The smaller
number of
communication
standards

Extensive range of
connectivity technologies
and standards

Amount of data

Medium to high

High to huge data

Evaluative

Quite trivial

Becomes serious (timing,
security, privacy reliability

The IoT focuses more on designing new communication
standards that can connect new devices to the Internet
ecosystem flexibly and user-friendly. In contrast, the current
IIoT design emphasizes the potential integration and
interconnection of once-isolated machinery, thus providing a
more efficient production and new services [56].
Table 1 gives a qualitative comparison for these technologies.
Information Technology and Operational Technology
convergence provide industries with greater system
integration in automation, optimization and better supply
chain logistics visibility through sensors and intelligent
actuators [56].
IV. BENEFITS OF IIOT
4.0 Industry, otherwise known as the Fourth Industrial
Revolution, is instrumental in how production systems and
processes are set to transform with the help of big data and
analytics. Obtaining real-time data from sensors and other
sources of information helps industrial equipment and
infrastructure in their "decision-making" and in achieving
specific knowledge and actions. In a broader context, IIoT is
essential to use cases related to ecosystems or related
environments, such as how cities become smart cities and
factories become intelligent factories [57].

Figure 4 Efficiency and productivity drive IIoT adoption [59]

The continuous capture and transmission of data between
intelligent equipment and machinery offer industries and
enterprises many growth opportunities. Receiving and
processing this data allows industries and enterprises to
understand errors or inefficiencies in the supply chain, and
address them promptly, thus boosting day-to-day efficiency
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in operations and finance. Proper IIoT integration can also
optimize asset utilization, anticipate failure points, and even
trigger maintenance processes autonomously [58].
A key reason for IIoT adoption by manufacturers, service
companies, healthcare, and agriculture is to increase
efficiency and productivity through smart and remote
management, as shown in Figure 4.
For example, precision farming enabled by IIoT can help
farmers better measure agricultural variables such as soil
nutrients, seeds sown, fertilizers used, soil moisture, and
temperature of stored products, thanks to the placement of
monitoring sensors. Thanks to these sensors and this
monitoring, farmers can increase productivity. The IIoT can
also have a significant impact on the field of healthcare. In
hospitals, human or technological errors caused by false
alarms, slow response of staff, and inaccurate information are
still a significant cause of death [60]. Using IIoT
technologies, hospitals can significantly overcome such
limitations, thus improving safety and using resources more
efficiently.
The IIoT also offers opportunities to increase efficiency,
safety, and working conditions. For example, by using
sensors will minimizing workers' exposure to noise and
hazardous gases - chemicals in industrial environments also
air quality and dust sensors will help minimize workers'
exposure to unhealthy air. Through IIoT-enabled remote
monitoring, industries can dramatically reduce safety-related
incidents in challenging workplaces [61].
V. RELATED WORKS
We live life with devices connected and activated by the
Internet. All the time, those smart devices learn our
preferences and provide the experiences to make our lives
more comfortable. Eventually, IoT devices are getting
smarter. Various studies have tried to explain their benefits to
the world, challenges using them, and their future
perspective. We selected some of them to explore and use for
our study.
The authors in [62] have studied the dual effects of the
Internet of Things (IoT). They try to identify if using IoT by
organizations will provide benefits and risks.
The authors in [63] have studied Understanding IoT
Systems: A Life Cycle Approach. by observing quality
attributes on life cycles of existing IoT, define the generic life
cycles model for the IoT for sharing data between people and
processes in a product life cycle.
The authors in [64] have studied deep learning, a promising
approach for extracting information from raw sensor data
from IoT devices deployed in complex environments.
The authors in [65] have been working on IoT and Cloud
Computing Issues survey by analyzing, comparing, and
describing the key cloud-compatible challenges and
computing techniques to promote the stable strategy for
transitioning phases to the Cloud.
The designing of IoT systems lifecycle is addressed [66].
Their solution was by designing pattern specifications for
identifying possible conflicts between these stakeholders.
The Internet of Things for smart homes is studied in [67].
The authors studied different architectures/frameworks IoT to
integrate smart home objects in a cloud-centric IoT-based
solution.
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The authors in [68] studied IoT Challenges, Projects, and
Architecture's review and described, compared, and analyzed
IoT challenges of three different continents such Europe,
USA, and China, by providing detailed insights into three IoT
architectures stemming from such projects.
Table 2 A summary of significant paper works related to IoT Challenges
Research
issue

Briefing



Security







Infrastructure







Network
connectivity





Standards and
protocols




Propose a new approach based on the
standards IEC 62443-3-2 and IEC
62443-4-2.
Relationship between cyber-physical
systems and IoT.
IoT Architectures, technologies, and
security and privacy issues in IoT.
IoT Standards and technical norms
IoT end devices
End-to-end IoT solution
The Deployment and Design of an EndTo-End IoT Infrastructure for the
Natural Environment
IoT concept and future use in the
development of ITS information
services.
Sensing platform and Web of things
infrastructure
IoT application on 5G and infrastructure
Wireless standards used in a home
network
Explore main research challenges
related to the enabling of smart
connectivity
Connectivity and sensing networks in
the IoT.
Intelligent IoT connectivity, network
connectivity in heterogeneous 5G
mobile systems
IoT Network protocols and several IEEE
standards
Review of various IoT standards and
communication protocols
Standards offered by IEEE, IETF, and
ITU
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