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Abstract - The Internet of Things (IoT) is one of the most
important technologies of our day, and it will continue to
become more significant as more businesses realize the
competitive advantages of having connected devices.
Blockchain helps maintain correct data that is unaltered
and permanent. At the same time, the Internet of Things
(IoT), addresses hardware connected via the internet and
may use machine learning to discover trends and produce
accurate projections utilizing this data. Those three
technologies have taken the place of the conventional
methods that were previously employed for the design and
architecture of new devices. Combining them yields a wide
range of potential outcomes, some of which might result in
the next great thing. We also contend that this convergence
will speed up the development of autonomous models and
information technology that aids companies in managing the
security and privacy of their clients. We highlight and
expose several challenges and upcoming research areas
using machine learning algorithms and blockchain
techniques to address security and privacy issues in the IoT
space. In this paper, we thoroughly analyze the use of
blockchain and machine learning technologies for IoT,
focusing on security and privacy. Critical thoughtful writing
has been heightened by examining research articles
published in well-regarded magazines between 2018 and
2022. Finally, there are still challenges that can steer
academics toward potential future advancements in IoT
security and privacy.
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1. INTRODUCTION

The internet of things (IoT), blockchain technology,
and machine learning are now acknowledged as
technologies that can enhance present procedures, develop
innovative solutions, and disrupt numerous industries. A
network of physical "things" that use software, sensors,
and other technologies to connect and exchange data with
other devices and systems through the internet is referred
to as the "Internet of Things" [1]. IoT, which has brought
about many technological advancements including voice
assistants, smart homes, cars, and healthcare, has radically
changed the way we live [2-4]. The recent rise of digital
currency has sparked interest in blockchain, the
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technology that underpins it. Its advantages include
decentralization, a distributed ledger, security, and
information transparency [5].

Blockchain functions essentially as a list of all
transactions made throughout time, much like a perpetual
record book [6]. Blockchain primarily serves as a record
of all prior transactions. Each participant's computer stores
every piece of information as a long chain of linked data
items, new items can only be added with the approval of
the vast majority of users [7].

By utilizing complex algorithms to analyze wvast
amounts of data, machine learning can assist in
demystifying the underlying patterns in IoT data.
Automated systems that use statistically determined
actions can supplement or entirely replace manual
processes in critical activities [8]. We believe that
ingesting images, video, and audio from data from IoT
devices recorded on a decentralized ledger can aid
machine learning in making predictions, identifying
anomalies, and improving intelligence. Additionally, costs
for data management, data transfer, and other essential
services are decreased by assisting in the protection of
data on IoT devices.

The research shows that using Blockchain to trade
property between two devices, including smart contracts,
offers a straightforward infrastructure [9]. Without the
requirement for a centralized authority, autonomous
device operation is possible with smart contracts.
Blockchain can be used for interactions between people
and platforms or objects in addition to IoT. On the other
hand, millions of gadgets connected to the Internet of
Things produce enormous amounts of data [10]. Machine
learning, which extracts information from data, is fed by
data.

The paper is organized as follows. In Section II, we
give a background of The Internet of Things (IoT) and
describe the security and privacy of IoT, further the Role
of Adapting Blockchain and Machine Learning. In Section
IIT we evaluate the Systematic Literature Review (SLR).
Section IV presents the results of the SLR, and the final
section describes the conclusions and future works.
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II. BACKGROUND

The Internet of Things (IoT) is a network of physical
devices, vehicles, home appliances, and other items that
are embedded with sensors, software, and network
connectivity, enabling these objects to collect and
exchange data [11-12]. The IoT refers to the idea that
everyday objects can be connected to the internet and can
communicate with each other, without the need for human
intervention. The impact of IoT can be seen in various
aspects of daily life, including improved -efficiency,
convenience, and safety. For example, loT-enabled
devices can be used to monitor and control home
appliances remotely, track the health and well-being of
individuals, and optimize the use of energy in buildings
[13]. IoT is also revolutionizing the way businesses
operate by providing real-time data, improving decision-
making, and enabling new business models. IoT is an
important and rapidly growing field that is transforming
the way we live, work, and interact with the world around
us [14].

The security and privacy of IoT systems are critical
concerns that must be addressed to ensure their
widespread adoption and long-term viability. IoT devices
generate and store large amounts of sensitive personal and
commercial data, making them vulnerable to data
breaches, hacking, and unauthorized access [15]. Some of
the most common security threats to IoT systems include:

- Data breaches: 10T devices often collect and store
sensitive personal information, making them a target
for cybercriminals seeking to steal or misuse this
information [16].

- Hacking: 1oT devices can be easily hacked,
especially if they are poorly secured or have outdated
software. Hacked devices can be used to launch
attacks on other systems, steal sensitive information,
or control connected devices.

- Unauthorized access: 10T devices can be vulnerable
to unauthorized access, which can occur when
attackers gain access to devices through a weak
password or by exploiting vulnerabilities in the
system [17].

- Malware: 10T devices can be infected with malware,
which can spread throughout the system and cause
significant damage [18].

Securing large-scale [oT systems can be challenging,
as many devices may have limited processing power,
memory, and storage, making it difficult to implement
traditional security solutions [19]. The need for effective
and efficient security solutions is critical to ensure the
security and privacy of IoT systems and the sensitive
information they store and process. To address these
security and privacy concerns, organizations must adopt a
multi-layered approach to security, including the use of
encryption, secure authentication, and regular software
updates [20]. Additionally, the development of new
security solutions, such as blockchain and machine
learning, has the potential to enhance the security and
privacy of IoT systems.
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Blockchain technology has the potential to address
some of the security and privacy issues associated with
IoT [21]. Blockchain is a decentralized, distributed ledger
that allows multiple parties to access and verify
information without the need for a central authority [22].
This decentralized structure provides a number of
benefits that could enhance the security and privacy of
0T systems, including:

—  Decentralization: Blockchain technology eliminates
the need for a central authority to control and
manage data, reducing the risk of single points of
failure and making it more difficult for attackers to
compromise the system [23].

—  Immutability: The data stored in a blockchain is
tamper-proof, meaning that it cannot be altered or
deleted once data is recorded on the blockchain. This
feature provides a high level of trust in the data
recorded on the blockchain, making it more difficult
for attackers to manipulate or corrupt the information
[24].

—  Transparency: Blockchain technology provides a
transparent and verifiable record of all transactions
and data stored on the blockchain. This transparency
helps to build trust and increases accountability,
reducing the risk of data breaches or unauthorized
access [25].

—  Smart Contracts: Blockchains can support smart
contracts, which are self-executing contracts with the
terms of the agreement between buyer and seller
being directly written into lines of code. This can
increase the security and privacy of IoT systems, as
smart contracts can be used to automate the
enforcement of security and privacy policies [26].

The use of blockchain technology in IoT has the
potential to enhance the security and privacy of loT
systems by providing a decentralized, tamper-proof,
transparent, and verifiable method of storing and
managing data [27]. While there is still much research to
be done in this area, the potential benefits of using
blockchain in IoT are significant and could play a major
role in addressing security and privacy concerns in IoT.

Machine learning algorithms have the potential to
improve the security and privacy of loT systems by
providing real-time threat detection and response
capabilities. Machine learning algorithms can learn from
historical data and identify patterns that could indicate a
security threat, such as unusual traffic patterns or
attempts to access sensitive information [28]. This allows
machine learning algorithms to detect and respond to
threats in real time, reducing the risk of data breaches or
unauthorized access to sensitive information [29].

Some of the benefits of using machine learning in

IoT include:

- Real-time Threat Detection: Machine learning
algorithms can detect threats in real-time, allowing
for rapid response and mitigation of security
incidents [30].
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- Predictive Analysis: Machine learning algorithms
can analyze historical data and identify patterns that
could indicate a security threat. This allows for
proactive and predictive security measures to be put
in place, reducing the risk of data breaches or
unauthorized access [31].

Machine learning algorithms in IoT have the potential
to real-time the security and privacy of IoT systems by
providing real-time threat detection and response
capabilities, predictive analysis, personalized security
measures, and improved accuracy [32]. While there are
still challenges to be addressed in this area, such as
privacy concerns and the need for large amounts of data
to train machine learning algorithms, the potential
benefits of using machine learning in IoT are significant
and could play a major role in improving the security and
privacy of IoT systems.

III. METHODOLOGY OF RESEARCH

In light of the quick advancements in science, an SLR
locates and evaluates the pertinent research to respond to a
developed research issue. For the researchers tackling that
problem domain, the findings are an SLR that outlines
potential solution options. By categorizing the papers and
attempting to offer an overview of the study to detect
deficiencies, SLR aids us in providing a visual summary
and a map of outcomes.

* Research Question « Search Process * Result Analysis

* Identification of research and sources  * Selection of Studies
o Study Selection Criteria o Data Fxtraction and Synthesis

® Data Extraction Strategy

) Comm ) (o )

Figure 1. The Systematic Literature Review process

A. The Review's Planning

This analysis focuses on the benefits of integrating
blockchain and machine learning technology into IoT
devices and how they affect security and privacy. In this
paper, the following research questions are especially
addressed:

e RQI1. Could IoT devices potentially include
blockchain and machine learning to further the
technology?

e RQ2. How can we boost security by integrating
blockchain and machine learning technologies
into [oT devices?

o RQ3. What will be the effect on the cost of IoT
security by combining other technologies?

e RQ4. Is the vulnerability assessment of IoT
systems using blockchain and machine learning
effective in identifying flaws?

MIPRO 2023/SSE

B.  Studying Techniques

A broad understanding of the literature was necessary
for a thorough analysis. The relevant databases were
rigorously reviewed to ensure that the information
provided here is complete. We tracked down and collated
relevant content. Not every exceptional work of literature
met the search parameters for a variety of reasons.

TABLE L DATABASE RESEARCH
Coverage Search terms
Peer-reviewed ("IoT security, privacy " AND
journals, p . ;
blockchain")("IoT security,
conferences, rivacy " AND "machine learning")
Articles P Y e
Peer-reviewed ("IoT security challenges" AND
journals, "blockchain") OR ("Blockchain
conferences, security” AND "machine learning
Articles privacy")
Peer-reviewed
journals, ("IoT privacy concerns" OR
conferences, "blockchain for IoT security")
Articles
Peer-revlewed ("IoT privacy" AND "machine
journals, prvac . .
learning") ("IoT security challenges
conferences, OR "blockchain")
Articles
Peer-reviewed
journals, ("IoT privacy concerns" AND
conferences, "blockchain for IoT security")
Articles
TABLE II. PAPER SELECTION RESULTS
Number Number of
Database of records studies
retrieved selected
Scopus 233 11
IEEE Xplore 324 10
ACM Digital Library 52 5
Science Direct 251 10
Google Scholar 124 4
Total 984 40

To accomplish this goal, a comprehensive literature
search was carried out. We found 40 of the 984 papers
from 5 databases to be interesting.

C. Primary Studies Chosen

The goal of the selection process is to find a group of
studies that are relevant to the topic of the systematic
literature review. By carefully evaluating primary
publications, we seek to ensure that the review provides a
strong and trustworthy interpretation of the research issue.
The search string formulation was influenced by the study
domain and themes, and the right content was discovered
and gathered as a result.

We created the inclusion and exclusion criteria in
order to perform selection on the collected material.

Inclusion Criteria:
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- Peer-reviewed articles and conference papers that
were published between 2018 and 2022.

- Studies that focus on the security and privacy
challenges associated with the IoT.

Inclusion Criteria:

- Peer-reviewed articles and conference papers that
were published between 2018 and 2022.

- Studies that focus on the security and privacy
challenges associated with the IoT.

- Studies that discuss the role of blockchain and
machine learning in enhancing the security and
privacy of IoT systems.

- Empirical studies that provide quantitative and
qualitative evidence to support their findings.

Exclusion Criteria:

- Grey literature such as thesis, dissertations, and
technical reports.

- Non-English language Peer-reviewed, Journals,
Conferences, and Articles.

- Studies that only focus on the technology and
implementation of the IoT without addressing

Avrticles identification :
Database ( n=5)
Material ( n= 984)

i

Records screened
(n=286)

- Duplicated Papers
-Material that have different focus

Records escluded
(n=698)

Screening ]" Identification ]

N
| S—
P
2 Records that automation
g tools have flagged as excluded using the
B ineligible (n = 44) Included/Excluded criteria
=
A
—
A
=
vg Articles included in review
= —
5 (n=40)
|
—

Figure 2. Diagram illustrating the research process [33]

security and privacy concerns.

- Studies that only focus on the blockchain or
machine learning without considering their
application in the IoT context.

IV. RESULTS

The number of articles generated in each year from
2018 through 2022 is shown in Figure 3. Over the past
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five years, the idea of incorporating blockchain
technology and machines into the Internet of Things (IoT)
and addressing concerns about security and privacy has
developed and grown.

Table 4 below lists the words used most frequently by

450
400
350
300
250
200
150
100

50

2017 2018 2019 2020 2021 2022
Figure 3. The number of articles published between 2018 and 2022

the authors. It should come as no surprise that
"Blockchain", "Machine Learning", "Internet of Things",
" Cryptography", and "Security" were the most often used

terms.

loT

Attificialintelligence MachineLearning

Cryptography

Blockchain

Privacy

Security
IntemetOfThings

Figure 4. Frequently used subject words

The findings of our SLR with reference to each study
question are presented ongoing.

RQI. Could IoT devices potentially include blockchain
and machine learning to further the technology?

To further improve the functionality and security of the
IoT ecosystem, IoT devices may use blockchain and
machine learning technology. Blockchain technology can
provide a secure and decentralized platform for storing
and managing the vast amounts of data generated by IoT
devices, as stated by the authors of the article [6] [23]. We
can assist in preventing data breaches and illegal access to
sensitive information in this way. The massive amounts of
data produced by IoT devices may be analyzed using
machine learning algorithms to provide insights, discover
patterns, and make predictions. This can lead to improved
decision-making and automation in various industries and
applications [28-29].
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Incorporating  these technologies presents new
challenges, such as scalability, privacy, and security
issues. Developers must carefully examine the benefits
and drawbacks before integrating these technologies into
IoT devices.

RQ2. How can we boost security by integrating
blockchain and machine learning technologies into loT
devices?

Integrating blockchain and machine learning technologies
into IoT devices can boost security in several ways, which
have been analyzed in [34-37]:

- Blockchain for data security: Blockchain can provide
a secure and decentralized ledger for storing and
transmitting the vast amounts of data generated by
IoT devices. The decentralized nature of blockchain
ensures that the data is not controlled by any single
entity, reducing the risk of data breaches or
unauthorized access.

- Blockchain for device authentication: Blockchain can
be used to authenticate IoT devices, ensuring that
only authorized devices can access the network and
the data stored on it. This helps prevent malicious
actors from accessing and manipulating the network
or its data.

- Machine learning for threat detection: Machine
learning algorithms can be used to analyze the data
generated by IoT devices in real-time, detecting
anomalies and potential threats. This can improve the
speed and accuracy of detecting and responding to
security threats.

- Machine learning for access control: Machine
learning algorithms can be used to control access to
the network and its data, based on the behavior and
characteristics of the devices and users. This can help
prevent unauthorized access and increase the security
of the network.

It is important to note that while integrating blockchain
and machine learning technologies into IoT devices can
significantly boost security, these solutions must be
implemented with caution and proper security measures
must be put in place to prevent new security risks from
emerging.

RQ3. What benefits do ML and blockchain provide for
the IoT privacy framework?

Machine learning (ML) and Blockchain technologies can
provide several benefits for an [oT privacy framework:

— Data protection: ML algorithms can help in
identifying and detecting unusual behaviour in the
data, while blockchain can provide an immutable
ledger of data transactions, thus making it difficult
for unauthorized users to access the data [38].

—  Decentralization:  Blockchain  allows  for
decentralized data storage, reducing the risk of
single-point failure and enabling secure data
sharing between multiple parties [23].
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—  Trust and transparency: The transparency and
immutability of blockchain transactions can help
to build trust between different parties involved in
the IoT ecosystem, including consumers,
manufacturers, and service providers [39].

—  Improved security: ML algorithms can help in
identifying security threats in real time and
prevent them as analyzed in [40], while
blockchain can provide an additional layer of
security through cryptographic techniques [41].

—  Compliance: The use of blockchain and ML can
help organizations meet privacy regulations such
as GDPR, as they enable organizations to securely
manage and track personal data [42].

RQA4. Is the vulnerability assessment of loT systems
using blockchain and machine learning effective in
identifying flaws?

Although it is crucial to keep in mind that no
technology is impenetrable and all systems have some
level of wvulnerabilities, the usage of blockchain and
machine learning (ML) for the security assessment of IoT
systems can be successful in discovering faults. IoT
devices create a lot of data, which ML algorithms may be
used to analyze to find patterns and abnormalities that
might point to security vulnerabilities. For example, an
ML algorithm may be able to detect unusual network
traffic patterns or identify unauthorized devices on a
network. Similarly, blockchain can provide a secure and
transparent platform for tracking and verifying data
transactions, making it easier to identify and prevent
unauthorized access to sensitive information, as the
authors have highlighted in their paper [43]. The
decentralized nature of blockchain also makes it more
difficult for malicious actors to manipulate the system,
which can help to increase the overall security of loT
networks.

V. CONCLUSION

This paper performed a Systematic Literature Review
to provide an in-depth understanding of the current state
of research on this topic. The review aims to identify the
primary security and privacy issues associated with the
IoT, as well as the strategies and technologies used to
address these concerns.

We collected 984 papers and selected 40 papers as
primary studies. The integration of blockchain and
machine learning has the potential to address some of the
security and privacy concerns associated with the Internet
of Things (IoT). Blockchain provides a secure and
transparent ledger of data transactions, which can prevent
tampering and unauthorized access to sensitive
information and help ensure the security of network-stored
data. Machine learning algorithms can analyze large
amounts of data generated by IoT devices to identify
patterns and anomalies that may indicate security
vulnerabilities, further as well as detect unusual network
activity or identify devices that deviate from their normal
behaviour.
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However, there are also limitations and challenges

associated with using blockchain and machine learning in

IoT

These include the need for

systems. high

computational power and data storage, the potential for
data privacy breaches, and the need for a secure and
reliable infrastructure. As the IoT continues to evolve and
expand, it is important for organizations and individuals to
be aware of these security and privacy concerns and to
explore the potential benefits and limitations of integrating
blockchain and machine learning into their IoT systems.
In addition to ensuring the integrity and security of the IoT
as a whole, this will also help protect private user
information and sensitive data.
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