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Abstract—Data has become a central asset supporting
decision-making in modern business environments. Internet
of Things (IoT) solutions in particular are designed to gather
information from a large variety of monitorable entities,
providing companies with seemingly unlimited abilities to
measure and analyze factors such as performance and
productivity.

Considering the reliability and trustworthiness in data-
driven decision-making, the accuracy of the leveraged infor-
mation is critical. While the development of IoT solutions
makes them continuously more accurate, caution must be
applied not only in terms of potential inaccuracy caused by
technical failures but also by human error. Thus, some of the
key questions to consider when investigating the accuracy
and trustworthiness of data are: is the gathered information
itself correct, is the leveraged data contextually correct, and
what are the potential issues caused by human error.

From an ethical perspective, the justifiability of leveraging
potentially incorrect data needs to be addressed. When
decisions related to individual employees are being made
based on data, it is necessary to not only consider the possible
inaccuracy of the data but also to prevent manipulating
or distorting the results by applying too limited or falsely
selected data, creating a biased basis for analysis and
decisions.

Keywords—Internet of Things, PAPA-model, Accuracy,
Ethics

I. INTRODUCTION

The data economy, Digital society, Smart cities etc. are
terms that are used to describe the change that society is
experiencing by collecting and using information in large
scale. Businesses and the whole society are more and more
dependent on data and this phenomenon shows no sign
of slowing down in the future. IoT has provided ways
to collect information from different sources, offering
possibilities to connect almost everything together, and
thus turning things to data sources. This dependence of
data, however, sets demands for the data and especially for
its quality. As data is a central asset nowadays, the demand
for data accuracy is crucial, if expectations for its use are
to be met. Without data accuracy, we lose the fundamental
benefit that technology offers us—automation of tasks—
and are forced back to manual checks and routine data
work conducted by humans; the very thing we were aiming
to surpass with digital technologies.

While the correctness of the actual data is a central
factor determining its quality [1], the impact of human
factors appears to be a significant but easily overlooked is-

sue in organisations [2]. Even if the concrete data gathered
from monitorable objects are correct, the responsiblity for
avoiding risks related to selecting the right type of data,
conducting correct analysis, making justified conclusions
etc. belongs to the human decision-makers and should
be systematically governed [3]. This calls for not only
understanding on how to correctly apply data in decision-
making, but also how to retain ethicality in the related
practices in business [4].

In addition to potentially causing harm to the company
itself by drawing false conclusions based on inaccurate
data, the individuals from whom the data is collected are at
risk, and there is a demand for protecting users by ethical
design that aims to empower users who are interacting
with IoT [5]. For example, when IoT solutions are utilised
for performance monitoring purposes and decisions are
being made based on the gathered data, the accuracy of the
information is one—but not the only—of the key factors to
be taken into account. For this purpose, the PAPA (Privacy,
Accuracy, Property, Accessibility) framework, developed
for addressing the potential issues of information age [6],
is leveraged. While the principle idea of PAPA framework
still applies in modern technical environments, modifica-
tions and additions are required to thoroughly address all
aspects of IoT data. This paper focuses on the effects
of IoT on data accuracy. A more detailed examination
of the other PAPA categorizations (Privacy, Property and
Accessability) is outside the scope of this paper, and are
examined in depth in other publications [7], [8].

In chapter II, the concept of IoT and its characteristics
as a tool for producing data are explained. In chapter III,
we introduce the ethical PAPA framework and its notions
regarding data accuracy. In chapter IV we address four
central factors defining the reliability of the conclusions
driven by data. Firstly, the correctness of data and the
factors defining it are introduced. Secondly, the role of
selecting the right data is explained. Thirdly, we share our
insight on the role of data analysis. Finally, the accuracy
of governance is addressed. The chapter V provides views
on how the research on IoT data accuracy should be
widened to provide more thorough understanding on not
only fundamental level, but also in form of concrete
requirements needed to ensure accuracy. In chapter VI,
we introduce our conclusions.
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II. INTERNET OF THINGS

The Internet of Things (IoT) is a constantly evolving
technology enabling its users to collect data from a large
variety of monitorable objects. [9] The fundamental idea
of IoT is built around three involved actors/aspects: the
monitored entity as a data source, internet as a channel
for transferring the data, and a human actor to whom
the collected information is delivered in a readable form
[10]. IoT solutions are widely used and found to provide
concrete benefits in different professional environments,
such as manufacturing, medical care, agriculture, retail,
logistics, and transportation. [11], [12]

One of the beneficial measurement factors in business
environments is performance, which can be monitored
based on a variety of data types collected with IoT devices
in differnt contexts — allthought adopting the possibilities
is still challenging [13], [14]. The collected information
is often connected to a certain individual operating or
interacting with the object of data collection, such as ma-
chinery or vehicles, and thus, it is simultaneously possible
to investigate personal productivity. Personal monitoring,
including the collection of data and its use as a tool
supporting decision-making is a central topic in this paper.
Thus, we aim to address the potential risk factors related to
this phenomenon and how companies can avoid negative
outcomes.

The relatively low prices of IoT solutions compared to
the amount and quality of data they are capable of produc-
ing has a large role when investigating the reasons behind
its expansion. Almost unlimited amounts of information
can be gathered from different data sources, enabling com-
panies to observe and monitor the points of interest on a
very detailed level. However, while the capabilities are vast
and the technology itself is under constant development,
accuracy of the gathered information cannot be taken for
granted. Two main causes for potential issues are technical
shortcomings, and perhaps even more importantly, human
factors, which are described in more detail in chapter IV.

III. PAPA MODEL

The basis for investigating the role and impacts of data
accuracy in decision-making, especially from the ethical
standpoint, is built around the PAPA framework introduced
by Richard O. Mason [6]. The original purpose of PAPA
is to describe the ethical issues of the information age—it
spans privacy, accuracy, property, and accessibility. In this
chapter, each issue category and its relation to accuracy
are described.

A. Privacy

Privacy is described as a right to seclude and protect
information connected to an individual. It is suggested that
individuals should be able to decide if, when, how, and
to whom information about themselves can be revealed
[6], [15]. Furthermore, central questions related to privacy
are: what information should be revealed, under what
conditions and with what safeguards? As the value of data

grows alongside the developing potential for leveraging it
for productivity and/or performance purposes, it is crucial
that the companies aim to retain the privacy of employees
when considering what information gets collected. Re-
lated to data accuracy and the possible lack thereof, the
importance of limiting the visibility of individual data is
emphasized further to avoid both privacy infractions and
the distribution of false information.

Regulatory and legal measures have been taken to pro-
tect individual privacy, with the General Data Protection
Regulation Act (GDPR) as a prominent example [16].
While regulations manage to provide some protection for
individuals, a grey area does exist, where questionable
approaches towards privacy can be found ethically ques-
tionable, yet legally allowed. [4] The connection between
privacy and accuracy includes topics such as the jus-
tifiability of collecting and using potentially inaccurate
and individually identifiable performance data, possibly
leading to false conclusions and negative impacts towards
the involved individual.

B. Accuracy

Mason associated the concept of accuracy with the
responsibility of authenticity, fidelity, and accountability
of information, as well as the accountability for errors and
harmful events. Here, information accuracy is bound to-
gether with system accuracy, emphasizing that developers
have a significant role in ensuring avoidance of errors.
While this statement can be still be applied in modern
business environments, it must be taken into account that
the IoT ecosystems can be highly complex, which makes
the distribution of responsibility more difficult, as we need
to consider both the technological standpoint and the entire
sosio-technical system. In this paper, we focus largely
on the management’s responsibility, but simultaneously
underline that the whole network of actors must be taken
into account.

Furthermore, a central topic of this paper is related to
the potential harm related to the position of an employee
caused by data inaccuracy. In this context, Mason used the
terms ’misuse’ and ’misinterpretation’, which are bound
to each of the accuracy-affecting areas introduced in the
following chapter: accuracy of data, selection of data,
accuracy of analysis, and the accuract of governance.
Additionally, it covers situations where data is used falsely
either intentionally of unintentionally, resulting in personal
discrimination. According to Mason, employees should
be aware and able to control data collection and distri-
bution and to be protected from discrimination resulting
from leveraging erroneous or unethically collected data—
emphasizing that discrimination can appear in several dif-
ferent forms. Again, while regulations provide employees
with a certain degree of protection, we claim that creating
ethical guidelines is a necessary addition to thoroughly
protect the individuals. The issue of combining data that
is professionally irrelevant also needs to be brought up,
including situations where the border between professional
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and personal is being crossed [17], as this enables com-
panies to conduct ethically questionable profiling [18].

In addition to traditional data accuracy, some thought
needs to be given to system accuracy as well. Besides
the data collection itself, organisational structures and
information processes affect data and its accuracy. The
surrounding business ecosystem, deployment planning and
implementation, parameter selection, rule definitions and
other implicit decisions made during the whole life-cycle
of data collection and analysis all have major implications
on what results data-driven decision-making will have.

C. Property

The concept of property involves matters related to the
ownership of the collected data. The investigation of data
property revolves around questions such as who owns
the information, what are the just and fair prices for
is exchange, who owns the channels through which the
information is transmitted and how the access should be
allocated.

It is under debate whether the rights to and ownership of
the collected information attached to a specific individual
should remain fully or partially as the observed individ-
ual’s property. Again, if inaccurate data is collected from
an employee and owned by the company - or an external
party - issues affecting an individual’s personal position
may emerge. This binds together multiple issue categories
introduced in PAPA: if the data is owned by the company
(see property), is the data owner allowed to reveal (see
privacy and accessibility) it without permission?

D. Accessiblity

Accessibility is a category partly intertwined with pri-
vacy, including further considerations related to who can
access the data. Briefly explained, privacy focuses on
data collection, while accessibility concentrates on data
distribution.

Obvious issues can be found in situations where in-
accurate information related to an individual is collected
and distributed among any group of individuals. Without
careful consideration regarding with whom the data should
be shared with, the potential of negative information about
the individual being leveraged to weaken their position
raises. As the IoT ecosystems often involve not only
the company’s internal personnel, but also external actors
such as service providers, partners and/or customers, it
is apparent that significant issues can arise if corrupted
information gets shared.

IV. FACTORS DEFINING IOT DATA ACCURACY

The original PAPA model has been further developed, as
need arises, to envelop new technologies and environments
of the digital age. For example, topics such as behavioral
surveillance, interpretation, and governance have been
identified as new ethical issues specifically surrounding
big data [19]. Other emergent technologies, such as AI,
also require their own additions [20]. In this chapter we

examine the different dimensions of IoT data as it relates
to data accuracy.

A. Accuracy of Data Collection

The accuracy of the actual data is a crucial factor,
considering the reliability and justification of data-driven
decision-making. For example, in cases where employees’
performance is being measured and actions taken in terms
of career development, recruitment or layoffs, leveraging
inaccurate data will have a negative impact on the position
of both the employees and the company.

From the company’s perspective, inaccurate data can
be used both intentionally and unintentionally. Intentional
use of inaccurate data results in ethical issues, which can
do significant harm towards the company’s image and
internal relations. On the other hand, unintentional use of
inaccurate data will likely reduce or remove the aimed
benefits of data-driven decision-making.

Considering the factors affecting the accuracy of the
collected data, the quality of the utilised IoT solutions
is important. The pricing of the solutions varies, and so
does their quality. While multipurpose IoT devices do offer
companies a cost-efficient opportunity to leverage a variety
of beneficial features, compromises in quality tend to be
inevitable. [21] In addition to a need for cost-efficiency,
different types of optimization requirements, such as a
need for smaller devices or low energy consumption may
negatively affect the quality of the data. Additionally,
reusing the same components in multiple different models
of sensors will complicate cross-validating results, creating
the possibility of systematic errors even when validat-
ing/calibrating different models of sensors against each
other. The data quality issues can manifest themselves
as problems in actual measurement accuracy, timeliness,
completeness, relevance (utility), volume or concordance
between data sources. [22]

B. Selection of Data

When selecting the type, source and collection time
of data, companies have a responsibility to follow eth-
ically just practices. Correct data collection decisions
simultaneously enhance the potential to gain useful and
reliable information about the performance of employees
and reduce the possibility of harming individuals’ through
an incorrect collection of information and/or distortions to
analysis.

Some of the key questions to consider in this context
are: are the variables selected in a manner conducive to re-
liable and rational analysis? Do the variables actually mea-
sure the real-world phenomena tracked? Is the granularity
of measurements correct? Can we rely on the accuracy of
each selected and measured attribute? If measurements are
utilized in tandem, are they comparable and compatible?
The importance of accuracy is emphasized when multiple
types of data are utilized in tandem, as one distorted
attribute can eliminate the reliability of the entire analysis.
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Wrong data selection practices may cause distortions
in later analysis, even if the analysis itself is conducted
perfectly. Simple mistakes, such as tracking daily aver-
ages instead of granular per-second values, may cause a
complete loss of meaningful information, as the important
bits are lost to miscalibration. Wrongfully selecting which
attributes to track may create a false sense of accuracy, as
everything from data gathering to data management and
analysis is functional, but the measurements taken do not
accurately represent the facts decision-makers think they
represent.

C. Accuracy of Analysis

Even when the data has been gathered and selected
based on correct practices, falsely conducted analysis
may invalidate the results. Again, the issues can be a
result of either intentional or unintentional practices. While
good practices for data analysis have been covered in
literature, it cannot be taken for granted that companies
have the knowledge and expertise to conduct a practical
and ethically correct analysis.

A thoroughly considered selection of data can reduce
the potential for false analysis results caused by com-
plexity, however, it may also dismiss relevant parame-
ters. For instance, investigating solely the usage level of
industrial machinery in a specific timeframe to observe
individual performance levels while disregarding the lack
of material available for processing is likely to result in
false conclusions regarding the employee’s performance.
Furthermore, it is possible that maximizing machinery
usage time is not the right goal to begin with, and deciding
to optimize other metrics, such as the amount of produced
end-product, product quality or amount of coordination
between different employees, would result in bigger prof-
its. This emphasizes that conducting reliable analysis often
requires not only IoT data but also supportive information
and effective control processes. It is also worth mentioning
that leveraging artificial intelligence (AI) for data analysis
is a growingly common approach. While this may reduce
the number of potential issues caused by human error, AI
cannot be trusted blindly, and thus cannot be considered
a tool for eliminating issues caused by human behaviour.

D. Accuracy of Governance

As noted before, data does not reside in a vacuum, and
many human factors affect the accuracy of data-driven
decision-making. From lower-level data governance to
higher-level organisational (or inter-organisational), gov-
ernance processes can affect data accuracy in a multitude
of ways [23], [24].

Data governance includes many information processes
that ensure that data is managed in a way that ensures
its high quality. Whether loss of data due to physical
corruption or communication disconnections, alteration of
data due to accidental edits or migration mishaps, or in-
tentional deletion or manipulation by bad actors, bad data
governance enables multiple avenues for data inaccuracies.

The existing data quality management frameworks such as
Wangs Total Data Quality Management [25] are suitable
for governing IOT data but specific IOT data quality
management frameworks are still in their infancy. [26]

Furthermore, organisation-level governance highly af-
fects the outputs of data-centric decision-making [27],
[28]. Whether the underlying data is an accurate repre-
sentation of reality or not, the decision-making process
can lead to unreliable or undesirable outcomes, if there
are problems in the governance process. Therefore, gov-
ernance should note the ethical issues of data use as data
use may be affecting the individuals from where data is
collected. Accuracy at all levels is an issue that should
be governed to achieve the possibility to make the right
decisions based on the right data instead of a false one.

V. DISCUSSION

This paper attempts to provide the reader with a funda-
mental understanding of the potential pitfalls related to
data accuracy in IoT use, in terms of correctness and
ethicality. To thoroughly understand the mechanics behind
these issues and to find concrete actions needed to ensure
accuracy, technical-level research is needed. That said,
our principal intention is to investigate the risk factors
involving human actors and to address the issues on which
they have an impact on, namely decision-making. As the
sensor data itself is produced by technical devices without
the capability of logical reasoning, the accountability of
information cannot be fully guaranteed by the companies
implementing these solutions. The importance of this
matter is especially high as the IoT is a rapidly developing
and growing area of technology [4]. As the trustworthiness
of the gathered data increases thanks to the development
of the devices and solutions, we get closer to a situation
where the mechanical pitfalls diminish, yet the impact of
human factors likely retains its relevancy.

Another topic for further inspection is how to implement
the suggested approaches in the companies applying IoT
solutions. Especially considering the smaller companies,
technical expertise cannot be taken for granted, and neither
their ability to put the suggested approaches into practice.
This leads to the question of how the responsibility of
retaining accuracy and ethicality should be realistically
distributed. While the IoT solution providers can direct this
development to some degree, the human actor will always
have a critical impact and the ability to harm individuals.
That said, we see that providing all-encompassing guide-
lines is not currently a realistic goal, and thus we should
aim to gradually decrease the realization of the introduced
risks.

VI. CONCLUSIONS

While IoT solutions provide companies with significant
benefits due to their seemingly unlimited data collection
capacity with often moderable expenses, the reliability of
the data cannot be taken for granted, nor the drawn conclu-
sions. The lifecycle of information from unprocessed sen-
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sor data to a trustworthy tool supporting decision-making
involves a large variety of pitfalls. This paper contributes
to the research gap by addressing the issues relevant
specifically to IoT environments. A holistic overview of
potential pitfalls regarding IoT data accuracy is introduced,
as well as ideas on how to mitigate these issues.

While the accuracy of the actual data is the most
obvious point of interest when considering the reliability
of the gathered information, human factors have a large
role as well. The two key areas in which human error
can potentially damage the desired outcomes are the
selection of data and the analysis phase. Firstly, the types
of gathered data must be carefully selected to produce
reliable conclusions, as either ignoring relevant parameters
or including irrelevant ones can distort the results of the
analysis phase. Thus, careful planning is critical before the
solution implementation: what are the attributes necessary
to cover to draw trustworthy conclusions? Can the accu-
racy of each selected data type be relied on considering
the capability of the used solution?

It turns out that regulatory protection alone cannot safe-
guard employees to a sufficient degree, as opportunities for
intentional and unintentional misuse are hidden throughout
the decision-making lifecycle. This supports the idea that
an ethical framework addressing the issues related to IoT
use is needed, offering a fundamental understanding of
the requirements of ethically sustainable practices covering
the phases of design, implementation and actual use. This
paper addressed the topic of accuracy, being a part of
a larger study in which the applicability of the original
PAPA categories is investigated in the IoT context. As a
result, a separate publication will be released, in which the
modernized and IoT-specific revision of the framework is
introduced, including a modified representation of the four
PAPA categories, accompanied by complementary issue
categories enabling full coverage of the IoT ecosystem.
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